Abstracts for Cyber Crime Summit

Keynotes

Cybercrime:

A Unique Challenge Requiring An Innovative Response

By: Dick Johnston

As our lives have become inexorably intertwined with the computer and other digital devices, Americans have been slow to understand the magnitude of change both for the better – and worse. E-everything has brought new meaning to the term “generation gap”; and without the competitive edge of technology, businesses cannot begin to compete.

We have not scratched the surface of understanding the impact of technology on deviant behavior both criminal and non-criminal. We do know that computers, and the information in them, have expanded the ability of criminals to perpetrate traditional crimes while posing huge hurtles to the criminal justice community.

It is important to look at how the challenge is distinct from other law enforcement challenges, to recognize the macro issues involved, and to ensure that there is appropriate focus to addressing the long-term problems as well as the immediate needs of the enforcement communities. 

Successful response to these challenges requires new paradigms. Ones that can overcome many of the obstacles that traditionally limit cooperation and collaboration amongst the stakeholders. Criminal justice systems at all levels, the academic community, private sector businesses, our schools systems, libraries, and parent groups are all stakeholders- and must be factored into the solutions.

Developing these new paradigms will be difficult because traditional decision processes will be applied to suggested changes when, in fact, these processes themselves require changing.  Limited by laws, regulations, tradition and historical thinking, post-incident response entities such as law enforcement, prosecutors, and the judiciary are ill equipped to carry a role in the long-term solutions.

Outreach to the other stakeholders, forming true partnerships, and sharing successes will initiate changes which can lead to solving the immediate challenges of identifying, investigating, and prosecuting computer- related crimes and to the changes required for long-term problem solving.

Cyber Security and National Strategy to Secure Cyberspace
By: Mr. Howard A. Schmidt

Vice Chair, President's Critical Infrastructure Protection Board

For the foreseeable future, two things will be true: We will rely upon cyberspace to run our critical infrastructure and the government will seek a   continuing broad partnership to develop, implement and refine a National Strategy to Secure Cyberspace.

Mr. Schmidt will discuss the various aspects of the strategy to secure cyberspace and the things that we all can do to help secure it.

--A National Cyberspace Response System:  a program to coordinate and strengthen government and industry activities to analyze, warn, share information, respond to incidents, and recover from major cyber events;

--A National Cyberspace Vulnerability and Threat Reduction Program: efforts lead by government and critical infrastructure industries to identify and remediate vulnerabilities in key networks, as well as activities to deter threats to cyberspace systems.

--A National Cyberspace Security Awareness and Education Program: activities to make several diverse audiences understand better the risk of cyberspace attacks and ways to make them more difficult; programs to train cyberspace security professionals;

--Securing Government Cyberspace Systems:  efforts to increase the security of government systems and networks, including both the civilian systems for which OMB is responsible and the national security systems for which the Secretary of Defense and the DCI are responsible;

--International Cooperation and National Security:  efforts lead by the State Department to coordinate international cooperative efforts in cyber security, both bilaterally and multilaterally, and efforts by other national security agencies.

FBI InfraGard:

The Pervasive and Crucial Role of the Private Sector in Critical Infrastructure Protection

By:  Phyllis A. Schneck, Ph.D.

We are a nation at war, with our greatest strength our freedom.  To protect that freedom, American business and private sector must be an active part of protecting our nation's critical infrastructures, including our business and economic infrastructure.  Every company in America should have a role within that takes on the responsibility of building trusted relationships and communication channels with Federal, State and local government and law enforcement.  Just as every FBI field office in the country has an FBI InfraGard Coordinator, every business needs to fill this role as well - to enable information to be where it is needed -- immediately.

InfraGard, at 6500 members and growing, is the premier public-private partnership critical infrastructure protection.  The establishment of the new Department of Homeland Security provides a tremendous opportunity for InfraGard to leverage the inter-agency information exchange facilitated by the Department of Homeland Security while still maintaining and continuing to grow the trusted relationships established with FBI agents within local FBI field offices.

This talk will address the ways that are being explored by the InfraGard Executive Board, the FBI and the Department of Homeland Security to position InfraGard to achieve optimal benefit to members and to our Nation.  The talk will explore current and projected roles and responsibilities of the private sector and the issues that every company, and every citizen, must face as we are faced with a networked nation where cyber vulnerabilities affect all critical infrastructures -- making our vulnerabilities severe, not well-understood, and global.

InfraGard is gaining strength by the minute - we are here to stay... not only as the premier public-private critical infrastructure protection partnership, but as a concept and a culture of information exchange to protect our country.
Presentations

Computer Forensics Tool Testing

&

The National Software Reference Library

By: Dr. Jim Lyle

The National Institute of Standards and Technology (NIST) has been around for over one hundred years.  Its mission is to develop and promote measurement, standards, and technology to enhance productivity, facilitate trade, and improve the quality of life.  As a result of NIST’s integrity and objectivity in meeting its mission, NIST has been requested to provide support in the area of electronic crime investigations; and computer forensic tools are a critical part of corporate and criminal investigations.  

The Computer Forensic Tool Testing (CFTT) project at NIST has established the means to evaluate software tools used in corporate and criminal investigations and provide the documentation that detail capabilities of a particular tool when held to specified criteria.  Currently individual organizations or agencies have been conducting testing on tools that are in use by their respective investigators.  However, these processes are random and due to time constraints and equipment may not cover the appropriate tool attributes.  Through a national response, NIST has acquired a list of the type of tools that should be subjected to this testing and the specific tool version.  NIST has established a methodology for testing computer forensic software tools by development of tool requirements specifications, test procedures, test criteria, test sets, and test hardware. The results provide the information necessary for toolmakers to improve tools, for users to make informed choices about acquiring and using computer forensics tools, and for interested parties to understand the tool capabilities. This approach for testing computer forensic tools is based on well-recognized international methodologies for conformance testing and quality testing.  To determine if your agency or corporation is utilizing a software tool for the appropriate task it is imperative that a review of the available reports are conducted.  Information will be provided on where to obtain the reports, which software tools have been tested, and the future direction of the project.   

The National Software Reference Library (NSRL) contains over 10 million different validated computer files in a Reference Data Set (RDS), which is built on file signature generation technology that is used primarily in cryptography.  The selection of the specific file signature generation routines is based on nationally gathered requirements and the necessity to provide a level of confidence in the reference data that will allow it to be used in the U.S. Court system.  The potential for use of the NSRL in the judicial process is extensive and has been sought out to aide in various types of investigations such as with criminal and piracy issues.  NSRL signatures can be used to trace a file signature to a specific software manufacturer’s product.  This can be useful for intellectual property cases and for other instances where the investigator is looking for something, rather than eliminating known files.  Comparison of the generated file signatures to files on a computer allows investigators to eliminate between 25 and 95 percent of the total files on a computer, so that only those files that really might contain evidence need be examined.  The NSRL contains four different hashing algorithms for each software program.  Details will be provided on how to utilize and obtain the NSRL Standard Reference Database and the latest software version of the program will be provided to offer an opportunity to use the project.

Funding for these projects is through the National Institute of Justice (NIJ) and several other law enforcement agencies and is managed by the NIST Office of Law Enforcement Standards.

Managing Sex Offenders' Computer Use

By: Jim Tanner, Ph.D.

Most sex offenders are sentenced to probation and remain in the community. Many continue to have access to the Internet while on probation. This session details a unique method of computer forensics developed by KBSolutions for the management of sex offenders’ computer use. This forensic approach was developed in response to the needs of the Colorado Judicial Department. Dr. Tanner will describe the software and step by step procedures utilized in this effective computer management program. While the session focuses on sex offenders, the techniques are equally applicable to other types of cyber crime offenders. 

Warning!  This class discusses information related to adult pornographic materials. No images will be shown in this presentation -  However the class should know we will be talking about how sex offender’s use the internet and will be talking about pornography in a straight-forward manner.
Know Your Enemy: Patterns in Adult Web Sites

By: Jim Tanner, Ph.D.

Adult web sites account for a huge portion of e-commerce.  Almost daily we are faced with the challenge of detecting and reporting the trafficking of individuals who visit these sites. Despite this fact, few computer forensic specialists have a firm understanding of how the adult web industry operates.  Dr. Tanner has been tracking the adult web industry for more than a decade. This session will present the results of his investigations. The patterns and format of sexually explicit material will be discussed. This session is of value to individuals tasked with retrieving sex-related activity from suspect computers. 

Warning!  This class discusses information related to adult pornographic materials and images may be shown during the class that would be offensive to some. 
CALEA Compliance for BellSouth

By: Ron Weaver

CALEA (Communications Assistance for Law Enforcement Act) will be for law enforcement only on both days and deals with past, present and future activities/issues involving BellSouth and CALEA compliance.

Because of the sensitive nature of this information only Sworn Law Enforcement will be allowed in the class.  
Court Ordered Electronic Surveillance & Subpoenas

By: Herb Blanchard

Presentation will cover who we are, types of Competitive Local Exchange Carriers (CLEC) and what is available via Court Order/Subpoenas.  Explain Court Order requirements to obtain information for Pen, T&T, Caller ID, Title III, voice mail, etc. and various methods of retrieving information and types of transmission of data to LEA.  Explain what telephone records are available via subpoenas and how to obtain said information.

Because of the sensitive nature of this information only Sworn Law Enforcement will be allowed in the class.  
Internet Safety

By: Special Agent in charge Steve Edwards

This block of instruction is to provide and cover the issues related to Internet Safety. The Internet and computers have become a mainstream in our way of life.  Many people are becoming victims of crime via the Internet and computers.  Many of our citizens are using the Internet, but unfortunately many of these citizens have not been educated to understand the dangers of the Internet. In the Attorney General’s ten point outline to deal with America’s computer infrastructure, former Attorney General Janet Reno included a mandate to provide Internet safety training in the public schools and our communities.  As a result of this mandate the Department of Justice through the National Cybercrime Training Partnership (NCTP) funded the West Virginia High Tech Consortium Foundation (WVHTC) to develop a curriculum for Internet safety training for the school systems across the country.  Subject matter experts including educators, members of the criminal justice community, academia, and persons concerned with missing and exploited children developed this curriculum.  This curriculum is currently being used in public schools in West Virginia and other parts of the country.  In Georgia we are trying to create a partnership between members of our local criminal justice agencies and educators to present Internet Safety in our schools and community.

Forensics: 

So you finally got something other than a Windows machine to analyze... now what?
By: Andy Rosen

What do I do with Macs, Solaris, FreeBSD and other less traditional systems?

Although comprising only an estimated 8% of personal computers, Macintosh computer systems can pose unique challenges to forensic investigators and examiners.  The same is true for many of the less traditional systems.  This course will discuss several "alternate" methodologies to assist in the acquisition, preservation and analysis of these less traditional computer systems.

How a Network Analyzer Can Assist in Incident Response
By: Kevin Beaver

This presentation addresses tips on and tricks for using a network analyzer as a tool in computer security investigations. Topics covered will include:

• Understanding the network analysis process

• Techniques to separate the junk packets from what you're really looking for

• Keeping network analyzer complexities to a minimum when you most need it

• Live demonstration on using a network analyzer in a real-world scenario

 Okay, it's the Internet.  What's really going on out there?

By: Patrick Gray

ISS's Emergency Response and Penetration Testing Services.  The discussion will include what we see as we respond to emergencies - is it Hackers or Users?  What we see within the hacking community, their targets and techniques.  What are they looking for and how do they get it.
The New Paradigm in Disaster Recovery:

The Network that Never, Ever Goes Down  

By: Phyllis A. Schneck Ph.D.

While we cannot eliminate the potential for "disaster," the "recovery" is no longer needed.  Your entire region may experience an earthquake, but your business network will remain functional without interruption.  Guaranteed.  This disaster recovery architecture uses a combination of existing technology as well as some new tricks directly from the network fault tolerance research community as an enabler to provide true business continuity, eliminating the traditional need for failover.  Your data are always secure and always available.  This discussion will provide and overview of what's under the hood, followed by an analysis of the many implications of this new capability, ranging from financial return on investment to new options in the storage of forensic data.  For decades, the IT security community has suggested that security be built into the network from the foundation and up.  This discussion will present the latest work, and will encourage interactive participation as we explore ways to make our infrastructures stronger by building them smarter.

The Intersection of Technology and the Constitution:

Exploring the 1st and 4th Amendments

By: Marjie T. Britz, Ph.D.

 Currently, the most common judicial challenges facing computer crime investigators include inconsistent interpretations and applications of the 1st and 4th to emerging advancements in technology.  Constitutional challenges have been issued, for example, in cases where traditional, non-technology specific, statutes have been utilized to combat the lethargy of legislative entities within a particular jurisdiction.  Subsequent appellate decisions, based largely on non-technology specific case law, have also come under attack with some displaying favoritism for law enforcement, others for civil rights, and still others, drifting aimlessly with no apparent consistency in rationale or legality (e.g. 9th Circuit).  Unfortunately, such legal capriciousness has not been alleviated even in those jurisdictions which have attempted to incorporate technological innovations into traditional criminal statutes, due to the lack of responsiveness of the Supreme Court.  Thus, the very legislation which has been enacted to assist and guide law enforcement in the murky world of technology where all traditional boundaries of legality, reality, geography, and criminality are blurred have been all but negated by appellate courts unequipped for the sheer novelty of their language and the resulting ambiguities surrounding technological advancements.  The resolute silence of the Supreme

Court has exacerbated the problem, leaving the country rudderless with lower courts floundering – contradicting one another and creating a patchwork of constitutionality unintended by the framers. 

Perhaps the most controversial legal issues involving the utilization of computer communication and technological innovations concern the First Amendment.  Originally considered to be outside the scope or daily routines of patrol officers who were primarily concerned with issues arising from the 4th and 14th Amendments, First Amendment challenges have kept in pace with technological advancements – providing no easy answers while presenting a myriad of legal conundrums.  Such challenges include the inviolability of electronically published materials, the sanctity of electronic communications, the intersection of obscenity and community standards, and the necessary level of particularity and specificity in emerging legislative acts.  While lower courts have tended towards consistency on the first two issues by reaffirming traditional case law, they have not even reached a semblance of consensus on the latter two.

This paper will explore the current state of the 1st and 4th Amendments in the United States, with particular emphasis on emerging case law.  It will review the recent Supreme Court decision in Ashcroft, et al.  v. Free Speech Coalition, et al., and discuss the ramifications of same.  In addition, it will establish parameters for individualized searches.

The USA Patriot Act As Applied

Cybercrime in Georgia

By: Cassandra Schansman

The Internet and computers are an everyday part of life for many people.  However, they have also become effective tool for criminals.  As a result of the events of September 11, federal laws were changed to give law enforcement more effective tools in the investigation and prosecution of computer related cases.  Much of this was done via the USA Patriot Act.   This presentation will focus on the changes most important to the investigation of cybercrime via the USA Patriot Act and what those changes mean within the context of Georgia law.

Homeland Security:

Protecting Our Nation’s Critical Infrastructures

By: David Ford

This presentation will provide an overview of homeland security issues related to cyber threats involving our nation’s critical infrastructures.  The presenter will discuss the identification and cataloging of critical infrastructures, potential cyber threats from criminal and terrorist organizations, cyber terrorist capabilities, and terrorist uses of cyberspace.  Instruction will include challenges facing the law enforcement community, problems associated with protecting government and private sector systems, and legal obstacles facing investigators.  The presenter will cover potential acts of terrorism resulting from the proliferation of new technologies and the global expansion of the Internet.  The presentation will conclude with a discussion of law enforcement responses to infrastructure threats.

The Feds Are Coming:

Joint Law Enforcement Efforts to Address Computer Crime
By: David Ford

This presentation will provide an overview of the FBI’s approach to fighting cyber crime and stress the importance of law enforcement agencies working together to identify and prosecute criminal violations related to computers.  The presenter will address recent trends in computer crime, frequently used federal statutes for cyber crime investigations, and investigative guidelines used to determine whether a criminal investigation is warranted.  Instruction will also cover policies and techniques regarding the collection of investigative information and when it is appropriate to open joint investigations.  The presenter will discuss federal training and law enforcement assistance available to state and local investigators and additional sources of information for cyber crime investigations.

Identity Theft

2 Hours

By James Piercy

Identity Theft is the fastest-growing crime in the United States.  The 90-minute to two-hour class is designed to teach individuals about the basics of Internet Safety and some precautions on protecting your personal information from identity thieves.  Some of the topics to be covered include:

Auction Fraud

www.stopidentitytheft.org

Protecting Your Children on the Internet

The Internet and Terrorism

My Identity Has Been Stolen, What Do I Do?

Mr. Piercy has given this presentation to the GA DHHR, Office of Investigations, GA Dept. of Probation Officers, LaGrange College as well as numerous civic organizations.

Introduction to Computer Forensics

By: Jeff Crabtree

The discipline of computer forensics is a challenging and exciting field.  Entry into the field offers the digital sleuth unparalleled flexibility and learning opportunities to rival the most highly technical arenas in the IT industry.

This presentation will provide an overview to the field of computer forensics and what methods and resources the digital sleuth can expect to encounter.  This will include an overview of the following:

A;)
Computer Forensic Practitioners (Not totally who you expect)

B:)
Computer Forensic Hardware and Software 

C:)
Computer Forensic Uses (Not totally what you expect)

D:)
Computer Forensic Careers and Applicable Education & Training

Forensic Cryptography

Working with Microsoft’s Encrypted File System (EFS).

By: Eric Thompson

The presentation Forensic Cryptography is a technical lecture about working with encryption in a computer forensics examination.  The presentation will begin by reviewing the fundamental building blocks used in encryption such as keys, hash functions, symmetric encryption, and asymmetric encryption, etc.  The presentation wil then shift to a review of Microsoft’s Encrypted File System and what techniques can be used for accessing the encrypted data if passwords are unknown.  The presentation has been designed for computer forensics examiners and other computer specialists.  A basic understanding of cryptography is helpful but not necessary.  

Case Management

By: Dan Mares

Dan Mares will be discussing one of many ways of managing a forensic process while reducing workload for the computer forensic (lab) analyst. This process was originally developed and perfected by one of the major investigative agencies. The discussion will provide steps which, when implemented, can return information to the field agent within a few days. The field agent then has the opportunity to advise the forensic analyst where to place further emphasis on the electronic evidence.

Basic E-Mail Investigations

Tracking Down Email Headers

By: Steve Steelman

The purpose of this class is to learn how to accurately locate and interpret email message headers.  While using different email clients, you will be able to locate the full message header and determine where the email came from, as well as be able to identify forged headers.  You will also learn how to trace the email back to the ISP in which it originated.

Wireless Insecurity

By:  Matt Caldwell

Network Forensics

By: Matt Caldwell

Computer Incident Response

By: James Moore

Incident response is one of the most crucial processes to have at your disposal in a crisis. Addressing business continuity, disaster recovery, and malicious activity response, the Incident Response Team is the keystone of any mature information security program.  In this 50 minute presentation, Mr. Moore will cover the basics of the Incident Response Team including: charter, organization, skill sets, training, process development, and the "virtual team" method.  Additionally, practical applications of the IRT in real world scenarios will be illustrated for clarity and example.

Log Analysis

By: James Moore

Post incident response is a important method of evidence collection and analysis for countermeasures to prevent similar incidents in the future.  Reviewing system logs provides the best method to acquire details in an "after the fact" investigation.  During this 50 minutes presentation, Mr. Moore will present scenarios in which log analysis is a component of an incident response specifically during an malicious activity response.  Mr. Moore will address the correct methods of pre-incident log custodianship and proper methods of collection.

Handheld Storage Media

By:  Thomas Rude

Dangers of Gnutella Networks

(Peer to Peer Networks)

By:  Chris Smith

Peer to peer software is a growing concern, especially when considering the threats that are introduced when these applications exist on machines within the enterprise. The threats include susceptibility to viruses, malware and trojans, the sharing of sensitive data, possible corporate espionage, theft of intellectual property, and the availability of resources. These issues will be presented and some solutions will be suggested that may be implemented in an attempt to address them. One particular file-sharing program will not be focused on, so as not to give the false belief that one program is worse than any other. Within the enterprise the stakes are high and this presentations intent is to provide the average person with an overview of the threats that exist if P2P software is allowed to reside within their network.

Starting a Cybercrime Unit

By: David Benton

Many organizations are considering starting a cybercrime unit.  This begs the question - so where do I start.  David Benton from the Georgia Bureau of Investigation's Computer Evidence Recovery Team will discuss the following areas:

- Purchasing Equipment - do I build it or buy it?

- Personnel - where do I find qualified people - how to tell a faker from a real examiner?

- Training - where can I send my people for training?

- Budgeting - how much does it cost to run a unit?

- How is a Law Enforcement and a Corporate Cybercrime Unit different?

There will also be a lively question and answer session.

Hacker Interviewing Techniques

By: Dr. Bob Wynn

The Computer that went Boom!

By: Joel Chriswell

FBI response to Cyber Terrorism and Cyber Crime
By: Jerry Becknell

The FBI has been tasked with protection of the nation's critical infrastructure.  Much of that responsibility is being shifted into the new Homeland Security Department.

SA Becknell describes how that mission has been fulfilled by the FBI and how it will most likely continue under the new agency.  A large part of that mission has been accomplished via the Infragard program.  Infragard has given the private sector a large role to play in homeland security which continues to grow day by day.  SA Becknell will explain how conference attendees can get involved in Infragard and participate in protecting the national critical infrastructure.
AOL Forensics

2 Hours

By: Wade Grant

This presentation will discuss data recovery associated with America Online (AOL).  Some of the topics of discussion will include Personal Filing Cabinet Analysis, Information stored in the Registry, Typed URL’s, Cookies, History, and Favorites.  The presentation will also cover what information may be stored on the local computer and what information may be stored on the servers located at AOL and how to acquire this information to include timelines for how long this information may be available.

Internet Explorer Investigations

2 Hours

By: Wade Grant

This presentation will discuss data recovery associated with Internet Explorer to include where information may be stored, how that information is stored and how to recover that information.  Some areas of discussion with include the Registry, Cookies, Temporary Internet Files, History, and Favorites.

Hard Drive Partition Tables and Recovery

2 Hours

By: Wade Grant

This presentation will discuss when partition tables are created and the different types of partition table entries that can be created.  Student will learn what information is available in each partition table entry.  The presentation will include recovery of partition table information stored on a drive to rebuild a partition table that has been overwritten

Examining the Windows 9x Registry

1 Hours

By: Wade Grant

This Presentation will discuss the registry for Windows 95, 98, and ME.  Discussion will include the structure of the registry, the location of and the names of the files that create the registry and the backup methodology.  Students will learn how to acquire these files and how to access the data stored within for specific information.

Examining the Windows NTx Registry

1 Hours

By: Wade Grant

This Presentation will discuss the registry for Windows 95, 98, and ME.  Discussion will include the structure of the registry, the location of and the names of the files that create the registry and the backup methodology.  Students will learn how to acquire these files and how to access the data stored within for specific information.

Windows NTx Gaining Operating System Access – 1 hour

By: Wade Grant

This Presentation will discuss reasons why it may be necessary to obtain operating system access in a Windows NT, 2000, or XP Forensic Examination.  Students will be able to gain operating system access by either changing passwords or recovering password and the advantages and disadvantages of each method will be discussed.

Common Courtroom Problems for Experts

By: Dr. Kris Sperry

Anyone involved in law enforcement or forensic sciences will find themselves in a courtroom eventually, providing testimony to their findings.  The court system in the United States is adversarial, with one goal being to discredit the witness, or neutralize the testimony in some other way.  This presentation will address common problems that are encountered by the expert witness in the courtroom, including how to prepare for testimony, how to present the information, findings and opinions in the most effective way, and how to anticipate problems and prevent them from occurring.  Cross examination is usually not an enjoyable experience, but the expert can be prepared so that their findings and opinions are presented in a cogent and forthright manner.  

Expert Testimony from the Prosecutions Point of View

By: David McLaughlin

The prosecution role of an effective expert begins long before the trial of a case.  Too often emphasis is placed solely on the actual testimony, without regard to pre-trial events.  Successful prosecutions can hinge on the intimate working relationship that an expert has with the prosecutor and the investigation.  This presentation will focus on 1) developing the necessary relationship between the expert and the case investigation, trial preparation, and trial; 2) preparing the expert to testify in court; and 3) trial testimony.

Expert Testimony from the Defense Point of View

By: Stevens Miller

Take a rare chance to find out what the defense lawyer has in mind when a defendant uses, or must cross-examine, an expert computer witness.  This seminar will be presented by defense attorney and frequent expert witness Stevens R. Miller, who will explain and demonstrate: how a defense witness makes use of the reasonable doubt standard to good advantage; how a prosecution expert can be caught on seemingly small points in cross-examination (and what to do about it); how an expert can coach the attorney in advance of testimony; how to avoid or emphasize apparent sympathy for a distasteful defendant; how a defense expert's testimony can avoid implications of police conspiracies (or be shown to imply them).  Useful for lawyers, investigators, and witnesses, this seminar will reveal how a defense attorney sees, uses, and copes with an expert witness.

Search and Seizure

By: Jim Pace

This presentation is an overview of the precautions and procedures required in searching for and seizing physical devices which may contain digital evidence, and related items needed to support the investigation.

Advanced E-Mail Investigations

By: Thomas Akin

Email is one of the most used applications on the Internet--everyone has an email address. The basic email protocol, SMTP, however wasn't designed for security. Spammers to criminals are taking advantage of this fact to hide their true identities when send email. This presentation covers some of the advanced techniques that are used to send spoofed and anonymous email and how to find out who really sent that email.

Cisco Router Forensics

By: Thomas Akin

Routers are increasingly becoming the target of attacks. Once an attacker owns the network, they own everything. This presentation discusses how router forensics differs from normal computer forensics, what evidence can be collected from a router, and capturing forensic evidence with a tool call CREED.

Cybercrime Case Studies

By: Thomas Akin

Cybercrime is no longer the domain of white collar criminals. Drug dealers, murders, and terrorists are exploiting technology to find their victims, steal, and hide their tracks. But just as criminals can use technology to their advantage, that same technology can be used to track them down. This presentation details several actual cybercrime investigation and how technology helped bring criminals to justice.

Securing your Server Room.

By: John C. Elliott, Jr. CML CPS

The class participant will leave with a better understanding of the latest technology and products to secure their computer rooms and or other areas that hold sensitive, secrete or other classified information.

We will have several persons actually use and enroll themselves into a biometrics device. These are currently being used in Airports, and Federal buildings around the country and in other areas that require the highest form of protection possible. While they are still in usage, this will rule out hasp and padlocks, conventional locks and keys, and mag stripe or prox cards, that offer little defense in prohibited duplication. High security proprietary key systems with electronics in the key, providing both access control capability as well as mechanical key usage will also be discussed.

Several products and manufactures will be discussed and handouts will be provided to each person to further their interests that will be brought out in the seminar. We will NOT have a factory representative on hand, however the products discussed will have their contact information and phone numbers listed in the handouts provided should further material be required at a later time.

Online Investigative Techniques

By: Sandra Putnam

This block presented by Special Agent Sandra J. Putnam, Georgia Bureau of Investigation.  On-Line Investigative Techniques introduces participates to the impact of the computer literate criminal to the private and business sector.  This course will also introduce participates to researching on-line using search engines, the invisible web and Internet tools.

Emerging Malicious Code Threats

By: Roger Thompson

This presentation examines emerging trends in viruses, worms, remote access trojans, spyware, and hacking tools.

Privacy: 

How does the Graham-Leech-Bliley Act Effect me and my Company

By: Patrick Enyart & Matthew Harper

An information seminar concerning the Graham-Leech-Bliley Act (GLBA), more commonly known as the “Privacy Act”.  Communicate the law’s definitions, requirements, rules, and regulations on how financial institutions and other entities handle customer private information.  Discuss specific steps that institutions are taking to secure, manage, and share customer data to attain compliance.  Though the act was specifically written to regulate financial institutions, all business that share or process business data relating to customers must have awareness of the requirements of the act.
Assessing Your Security

By: Tanya Bacam

Assessing allows you to identify vulnerabilities in your systems and networks before the attackers do. Assessments are an essential part of any defense in depth strategy. This session will provide an introduction to the tools that can assist in network assessments and the strategies that can be used to complete a network assessment for your environment.

Electronic Evidence in Civil Litigation:

How to Help Attorneys Manage Discovery.

By: Troy Larson

Forensic computing consultants often find themselves assisting attorneys in “Civil” discovery.  Supporting civil litigation, however,  can be significantly different than computer crime related law enforcement or investigating.  This presentation will outline the four essential tasks in civil discovery—Identify, Preserve, Process and Review—and demonstrate how the forensics practitioner can apply common skills, techniques and tools to better assist his or her clients.   The discussion will focus how identify and process electronic evidence to prepare work product that is readily useful to attorneys.  Time permitting,  the discussion can address strategies for assisting attorneys review and organize large volumes of computer data.

The Windows 2000/XP Command Line:

Useful Built-In Tools.

By: Troy Larson

Windows 2000 and XP come with an assortment of command line utilities, many of which have direct application to forensic computing.  This presentation will show participants how to get the most out of the Windows command line and command line utilities.  The discussion will begin with a brief guide to customizing the Windows command line.  It will then move through a quick, systematic presentation of a number of useful command line utilities that come with Windows 2000/XP or the Windows 2000 Resource Kits.  Time permitting, the discussion will turn to crafting useful, but simple, batch files.

The Red Team - Here's How We Broke Into Their Buildings!

(With their permission Of Course!)

By: Jack Wiles

During this entertaining and enlightening session, Jack will present some of the details of several threats that he believes most companies are still at great risk for exploitation. These are Physical Security weaknesses and Social Engineering unawareness. That combination can leave a gaping hole in any organization's defenses. Jack will share several war stories of how he taught his team to exploit both of these vulnerabilities against company after company as his teams were hired to test their corporate defenses. He will also be bringing the most dangerous bag that he could bring into your buildings - you'll never guess what's in it. (If you think that you know what's in the bag, you're probably WRONG!)

Exploiting Web Applications:

A Step-by-Step Attack Analysis
By: Caleb Sima

Web applications by nature are not static. Content is continually being altered and new features are added, in some instances on a very frequent basis. Each time the Web application is changed, a risk is imposed that the application will not be secure. Even the simplest of changes could produce a vulnerability that may pose a major threat to the assets of the company, or just as important, information about a company’s customers.

By taking advantage of the public access to a company through port 80 and 443 and using it to subvert your applications, hackers can gain easy access into your company's sensitive backend data. Firewalls and IDS will not stop such attacks because hackers using the Web application layer are not seen as intruders.

Watch and learn as our top security experts from SPI Dynamics show you how to defend against attacks at the Web application layer with examples covering recent hacking methods such as:

SQL Injection

Cross Site Scripting

Parameter Manipulation

Session Hijacking

Basics of PDA Forensics

By Eric Bramble

This lecture will discuss the main forensic issues in dealing with different PDA devices and basic rules of seizure. Examples of acquisition and analysis of Palm and Windows CE devices will be presented. 

How to read partition Tables

By: John Mellon

The DOS/Windows logical structure

By: John Mellon

Research Project Abstract (Possible topic)

By: Michael Burnette

The computer recycling industry, in terms of returning donated PCs to service, is coordinated almost entirely by non-profits that owe their existence to public and private sector equipment cast-outs near end-of-life.  The effort, while noble, may soon be undermined by the need to protect the data privacy of the same donors.  The introduction of HIPPA and the Gramm-Leach-Bliley Act, which outline liability and plainly dictate how financial and medical data must be protected by law through equipment end-of-life, may require recyclers to provide data destruction and certification services in order to continue to attract prized computer equipment to their cause.

This presentation will describe the current state of a study being conducted on a random sampling of hard drives collected using sound forensic techniques from a large computer recycling non-profit.  The data collection and cataloguing will support several unique analyses starting with basic statistical evaluations of the general nature of nature of data found.  The final project deliverable will consist of definition and statistical analysis of  the existence of the following predetermined classes of liability in the data catalogue: (i) Privacy (ii) Security (iii) Software Piracy (iv) Identity Theft (v) Insurance (vi) Corporate Governance (vii) Professional Codes of Ethics and (viii) Environmental. 

Features

Mock Trial

By:  Cassandra Schanman, Stevens Miller, Andy Rosen, and others

A Mock Trial will be held on the last day of the Summit and will be presided over by the Honorable Judge Steve Boswell, Clayton County Superior Court, Georgia. The Prosecution will consist of two prominent lawyers from the State of Georgia and an expert witness from ASR Data. The Defense attorney will be the well known Stevens Miller from Nova Data Labs. Evidence will be created by Mr. John Mellon, Key Computer. The purpose of the Mock Trial will be to provide the audience with thought provoking considerations when analyzing computer evidence through various means of forensic examination. The Trial promises to be interesting, controversial and educational as well as entertaining. Be sure to add this event to your schedule during the Summit.

Intrusion and Incident Response Demo

Log File Analysis Lab

By: James Moore

In this 4 hour presentation, examples of logs from various platforms will be reviewed and explained.  After careful review of these audit trails, several malicious attacks will be conducted upon the same platforms and a subsequent analysis of the log files demonstrating the signatures of the attacks will be performed.  With an understanding of the delta analysis, Mr. Moore will go on to demonstrate the correct methods for collecting and analyzing the logs - building upon the concepts presented in the 50 minute LOG FILE ANALYSIS presentation.

Full Explosives Demonstrations 

By: The Georgia Bureau of Investigations Bomb Squad

The Georgia Bureau of Investigations Bomb Squad will WOW you with a spectacular display of controlled detonations.  Homeland Security is very important.  Because explosives can be hidden just about anywhere, it is very important for everyone to be aware of the power behind explosives.  This can be a wake up call to all first responders.  It shows the power of explosives in a way that no one will soon forget.  It will serve as a wake up call also to anyone who has ever had the urge to kick that suspicious package.  This 30-50 minute presentation is sure to be the high point of your afternoon.  

Warning:  This demonstration uses live explosives and with any demonstration of this nature there is a possibility of injury.  Stay in the zone indicated to observe the demonstration.  It is set up for your protection.  The GBI bomb squad has been doing these demonstrations for years with no injuries.     

Labs
ILOOK Investigator © Lab

4 hours
By: Kelly Rhodes & Mike Toto

A hands-on presentation for experienced examiners wishing to learn the functionality's ILook Investigator © has to offer.  Learn how to manage evidence files, carve unallocated space, import hash sets, do bulk searches, create a forensic report and more.

ILook Investigator © is a forensic analysis tool used to analyze images of computer hard disk drives. The software is provided free of charge to qualifying law enforcement agencies throughout the world. The software is made available through the Electronic Crimes Program of the Internal Revenue Service.

ILook is a tool to be used ONLY by those persons trained and skilled in forensic data recovery. It is not a tool to be used by those inexperienced in computer forensics at any level. Without such a background of knowledge and qualifications, the findings produced from using Ilook to examine digital data may be unreliable and cannot be subject to verification. 

ILook makes use of the Hashkeeper Database designed and maintained by Brian Deering and the U.S. DOJ National Drug Intelligence Center. In addition, addendum hash tables from the NIST NSRL working group are also supported where the format adheres to the hashkeeper table form. The user is required to provide any hash tables used in a form that meets the ILook table design criteria

Please note - The ILook End User License Agreement (EULA) and program registration restrict the use of ILook to law enforcement agencies only.  There are no exceptions.  Because of this limitation only Sworn Law Enforcement or those individuals meeting the guidelines for using this product will be allowed in the class.  
AccessData Forensic ToolkitTM (FTKTM) Lab

4 hours
By: Eric Thompson & David Benton

The AccessData Forensic Tool Kit (FTK) offers law enforcement and corporate security professionals the ability to perform complete and thorough computer forensic examinations. The FTK features powerful file filtering and search functionality. FTK's customizable filters allow you to sort through thousands of files to quickly find the evidence you need.  FTK supports over 270 different file formats with Stellent's Outside In Viewer Technology. One of the most powerful features of the FTK is full text indexing powered by dtSearch® yields instant text search results. FTK now supports  NTFS, NTFS compressed, FAT 12/16/32, and Linux ext2 & ext3, and such image formats as Encase, SMART, Snapback, Safeback, and Linux DD.

The FTK works great for analyzing Outlook, Outlook Express, AOL, Netscape, Yahoo, Earthlink, Eudora, Hotmail, and MSN e-mail, and it automatically extracts data from PKZIP, WinZip, WinRAR, GZIP, and TAR compressed files.

Introduction to AccessData Forensic ToolkitTM (FTKTM) Lab

2 hours

By: Eric Thompson

A software overview sutiable for those interested in the software.  This lab is designed to let you explore the basic features of AccessData Forensic ToolkitTM (FTKTM), but it is not a full lesson on how to use all the features.

The AccessData Forensic ToolkitTM (FTKTM) offers law enforcement and corporate security professionals the ability to perform complete and thorough computer forensic examinations. The FTK features powerful file filtering and search functionality. FTK's customizable filters allow you to sort through thousands of files to quickly find the evidence you need. FTK is recognized as the leading forensic tool to perform e-mail analysis. 

ASR Data's SMART for Linux Lab

4 hours
By: Andy Rosen and Thomas Rude

Today's forensic practitioner may be faced with numerous technologies: Computer systems, PDAs, Cell Phones, memory sticks, SD, CF and sim card storage, digital cameras, thumb drives... the list keeps growing. 

The Storage Media Archival and Recovery Tool (S.M.A.R.T.) is a "next generation" forensic tool designed to assist the cutting edge forensic practitioner in securing, acquiring, authenticating, analyzing and archiving many types of digital data.

S.M.A.R.T. leverages the awesome power and flexibility of Linux and presents the forensic practitioner with a clean, intuitive graphical user interface that has been developed from the ground up to support the unique requirements of the forensic and law enforcement communities.

S.M.A.R.T. has been independently validated and is in use by numerous federal, state and local law enforcement agencies throughout the world, and was selected as the tool of choice for work on one of the largest computer forensic investigations in the world.

Guidance Software EnCase V 4.0 Lab

4 hours
By: Gary Lowe

A hands-on presentation for examiners wishing to learn the functionality's EnCase V 4.0 has to offer.  Learn how to manage evidence files, perform keyword searches, create hash sets, create a forensic report and more.

Award winning and validated by the courts, EnCase allows law enforcement and

IT professionals to conduct powerful, yet completely non-invasive, computer forensic investigations.  EnCase features a intuitive GUI that enables examiners to easily manage large volumes of computer evidence and view all relevant files, including "deleted" files, file slack and unallocated space.

The solution effectively automates core investigative procedures, replacing archaic, time-consuming and cost-prohibitive processes and tools.

The integrated functionality of EnCase allows the examiner to perform all functions of the computer forensic investigation process. EnCase's EnScript, is a powerful macro-programming language and API that allows investigators to build customized and reusable forensic scripts.

Introduction to Guidance Software EnCase V 4.0 Lab

2 hours

By: Gary Lowe

A software overview suitable for those interested in the software package.  This lab is designed to let you explore the basic features of Guidance Software's EnCase V 4.0, but it is not a full lesson on how to use all the features.  If you are already a V 3.0 user get updated to the new features present in version 4.0.

Award winning and validated by the courts, EnCase allows law enforcement and

IT professionals to conduct powerful, yet completely non-invasive, computer forensic investigations. EnCase features a intuitive GUI that enables examiners to easily manage large volumes of computer evidence and view all relevant files, including "deleted" files, file slack and unallocated space.

The solution effectively automates core investigative procedures, replacing archaic, time-consuming and cost-prohibitive processes and tools.

The integrated functionality of EnCase allows the examiner to perform all functions of the computer forensic investigation process. EnCase's EnScript, is a powerful macro-programming language and API that allows investigators to build customized and reusable forensic scripts.

Linux for Forensics Lab

4 hours
By: Thomas Rude

The field of data forensics ('computer forensics' as commonly referred to) is rapidly changing.  Historically data forensics focussed on the imaging, analysis, and reporting of a stand-alone PC hard drive.  However, due to rapid advances in technology as well as the reduction in cost of technology, data forensics has begun an evolution from stand-alone PCs to network servers, handheld devices, and enormous volumes of data.

The bits and bytes have not changed.  But the number of them certainly has.  It is not uncommon today to have 60GB hard drives in desktop PCs.  But, even more pressing is the substantial increase in the number of non-Windows based systems.  Increasingly, forensic examiners are running across systems running UNIX variants, Linux variants, and other operating systems (BeOS, Mac OS, etc.).  While home PCs are still primarily Windows machines, examiners entering the corporate work place are finding themselves facing the *nix variants on both desktops and servers.

Next Generation Data Forensics defined; the process of imaging and analyzing data stored in any electronic format, for the purpose of reporting findings in a neutral manner, with no predisposition as to guilt or innocence.

What is the next generation data forensics platform of choice?  Linux.  Why Linux?  Linux, as it stands by itself as an operating system environment, has many features that make it both very powerful and very able to process data forensics.   A stock, out of the box Linux system already has built into it the ability to image, authenticate, wipe, and search media.  Furthermore, there are a number of tools currently under development that are being written specifically for data forensics on the Linux platform.  

The power of Linux;

     - filesystems support

     - granular control of hardware

     - device recognition

     - scripting

     - ability to review source code for most utilities

     - redirect output to input

     - ability to log and monitor processes and commands

     - bootable media (floppies, CD-ROMs, etc.)

     - ability to analyze running systems in a minimally invasive manner

 (RIM) Blackberry Lab

4 hours
By: Michael Burnette

The RIM Blackberry handheld wireless email device has become seemingly ubiquitous among businesses in corporate America.  Its unique design and adherence to push, rather than pull, delivery technology has allowed RIM to carve a solid niche in the PDA market.  However, the features that allow the Blackberry to remain unmatched by competitors, such as long battery life and quick processing speed, are the very same features that result in a design conducive to effective mining of hidden data artifacts in the file system.

This lab will explore a first generation forensic investigation method for RIM Blackberry models 850/950 and 857/957.  Effective handling during seizure, model identification, file system review, unit simulation, and data hiding will be discussed.  The presentation portion will include an overview of a typical corporate Blackberry infrastructure including the Blackberry Enterprise Server and desktop software.  However, the focus of the instruction and hands-on lab will be on the physical Blackberry unit itself.

Chiefs Brunch
Protecting the Critical Infrastructure

By: Mr. Howard A. Schmidt

Vice Chair, President's Critical Infrastructure Protection Board

Setting up a Cybercrime Unit 

At the Local and State Level 

By: Steve Edwards


This block of instruction is to provide and cover the issues related to cybercrime investigations and computer forensics for state and local law enforcement agencies and is designed for the command staff level.   The issues to be addressed include budgeting, human resources, and assets including equipment, training, command structure and other aspects for managing such a Unit.  

InfraGard

By: Jerry Becknell

Infragard has given the private sector a large role to play in homeland security which continues to grow day by day.  SA Becknell will explain how conference attendees can get involved in Infragard and participate in protecting the national critical infrastructure.
